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Sb: 3821 /SYT-VP Binh Thudn, ngay 12 thang 10 nam 2020

Vv canh bao nguy co tan cong
thong qua 16 hong bao mat trong
Oracle Weblogic

Kinh gui: Cac co quan, don vi truc thudc

S Y t& nhan dugc Cong van s 940/STTTT-TTCNTT&TT ngay
09/11/2020 cua S& Thong tin va Truyen thong vé viéc canh bao nguy co tin
cong vao cac co quan to chirc qua 16 hong bao mat trong Oracle Weblogic; theo
d6, trong thoi gian gin diy Oracle dd cong bd nhiéu 16 hong, trong d6 co 15
héng CVE-2020-14882 (nghi€ém trong) trén cac may chu web sir dung ung
dung Oracle Weblogic, 16 hong nay cho phép ddi tuong tan cong vugt qua co
ché xac thuc dé thuc thi cac doan ma 1énh nguy hiém va chiém quyén quan tri h¢
thong Vua qua, Trung tam Glam sat an toan khong gian mang quoc gia phat
canh bao phat hién c6 mot s6 mi khai thac da cong khai trén internet va c6 thé
sir dung dé tan cong vao may chil web bi anh hudng, qua d6 kiém soat hé thong
thong tin cua co quan don vi.

Nham dam bao an toan thong tin cho hé thdng, S& Y té dé nghi cac co
quan, don vi tryc thudc thuc hién mot s6 nd1 dung, cu thé nhu sau:

- Kiém tra, ra soat cac may chu web co st dung Oracle Weblogic (néu co
sir dung) dé phat hién va xt Iy kip thoi nguy co tan cong thong qua 16 hong nay.
Trong truong hop dé co dau hiéu tin cong can thuc hién ra soét toan bo may chi
va hé thong lién quan dé phat hién va loai bd céc tap tin doc hai, ma doc ma doi
tugng tan cong dé lai trén hé thong.

- Cap nhat ban va 157 héng bao mat cho ung dung. Trong truong hop chua
thé cép npét ban Vé,CﬁIl trién khai cac bién phap dé han ché, ngan chan viéc khai
thac 10 hong(Chi tiet tai Phu luc dinh kem).

- Trudng hop can hd trg khic phuc, dé ngh1 cac don vi lién h¢ Trung tam
Cong nghé thong tin va Truyén thong (don vi thuong truc Doi ing ctru su cd

mang may tinh tinh), duong Pham Hung, Tp. Phan Thiét, Binh Thuan. SPT:
0252.3750.293 dé dugc ho trg.

pé nghi cac don vi khéan truong trién khai thuc hién céac noi dung trén./.
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