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Phu luc
HUONG DAN CHI TIET VA LO HONG BAO MAT
(Kém theo Cong vin s6  /STTTT-TTCNTT&TT ngay — /10/2020 ciia S
Théng tin va Truyén thong)
1. Phién ban ton tai 16 hong bao mat

STT Phién ban VMware CVE
1 VMware vCenter Server 6.7 2020-3952
2 VMware vCenter Server 6.5 2019-5534
3 VMware vCenter Server 6.0

2. Hwéng din khic phuc 16 hong bao mét

Thuc hién cap nhét hé théng phién ban VMware vCenter 1€n phién ban mai
nhat, theo cac cach sau:

Cach 1: Nang cap 1én phién ban VMware vCenter méi nhat. Thyc hién theo
hudng dan cua nha phat trién tai: https://my.vmware.com/group/vmware/patch.

Cach 2: Cip nhat cac ban va bao mat da biét. Mdi 1tN)ém va s& ¢o cach cap nhat
va su tuong thich khac nhau, can thuc hién theo hudng dan cua nha phat trién.

Vmware phan phéi cac ban va co san ¢ 2 dang: mo hinh dya trén ISO va mo
hinh va dua trén URL.

Ban va dang hinh anh ISO ¢6 thé tai  tai:
https://my.vmware.com/group/vmware/patch

Quan tri vién cling c¢o thé tai cac ban va dang ZIP tai
https://my.vmware.com/web/vmware/downloads va xay dung 1 kho luu trit tuy
chinh trén may chi web cuc bd, tén tép tai Xuéng la VMware-vCenter-
Server-Appliance- product version - build number -
updaterepo.zip

Duéi day 1a chi tiét cac budc cap nhat cho phién ban VMware vCenter 6.5ul:
Buéc 1: Truy cap vao trang web nha phat trién va tai tép
VMware-vCenter-Server-Appliance-6.5.0.12000-7116595-patch-FP.1so

Buwoéce 2: Dua ban va da tai Xuéng vao hé théng cai dit cAu hinh vCenter Server
Buée 3: BAm dup vao ISO mount_directory / autorun.exe

Buéc 4: Nhip vao Patch All


https://my.vmware.com/group/vmware/patch
https://my.vmware.com/web/vmware/downloads

() vCenter Java Components — X

vmware* vCenter Server” - Java Components Update

vCenter Java Components

JRE 1.8.0_131 patch for vCenter Server 6.5. For more information, see hitp:fkb.vmware com/kb/2150220

Patch Details

Patch All I

Explore Media

Thong tin tham khao thém tai: https://kb.vmware.com/s/article/2150220
_ Cach 3: Trong truong hop chua the nang cap kip thoi can thyuc hién bién phap
dé ngin chin tan cong khai thac 16 hong trén bang cach st dung hé thong tuong
Itra.


https://kb.vmware.com/s/article/2150220

